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" Advanced Vehicle Security & Control

MAGTEC is the most recognized developer and provider of advanced security and control sys-

tems technology for ground transportat S
and driver security, and give businesses the ability to control and manage their fleet vehicles [l dgea*[471'/
and drivers remotely, in real-time. : .
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Recommended Practice (RP) RP18 is intended to serve as a framework for process
procedures, and mechanisms for systems that can locally and remotely disable vehicle:
identification of security risks for Clas8Zommercial vehicles.

a ! D ¢ 9spe€dfidations and capabilities were the basis for RP-1218.
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MAGTEC successfully demonstrated and proved its capabilities of meeting all five
Functional Requirements of Vehicle Immobilization Technologies, as set out by Oak
Ri dge National Laboratory, on behalf

In January 2010, The Mineta Transportation Institute (MTI) published MTI Rep08&,6% 2 G Sy G A I t
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The MTI report concluded that terrorists most often seek soft targets that yield significant casualties. Terrorists haiscass®d substituting
fire for harderto-acquire explosives. Gasoline tankers have greater appeal because they can easily produce intense fitesndpegatrich
environments with predictable routes, and pose few security challenges.

MAGTEC has successfully developed safe and reliable ways to immobilize and disable commercial trucks. The methodology includes a

sophi'sticated 'and hig{rly encrypted technolo_gy that automatz‘ically secures a truck 24/7 without driyer intterf/ention. This advanced 1_888_M AGTE@ (62 48320)
security solution provides an all encompassing layered solution, that secures a parked truck, even if left idling and unattended, to

empowering the customer with the ability to remotely disable a moving vehicle and bringing it to a safe and controlled stop, should an WWW.Mm agteC .COm
incident occur . MAGTEC's technology is capabl eBorme Hazapoue .. 3
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All MAGTEC products and

applications are supported by

a dedicated team of

professionals that provide:

®  24/7/365
Customer & Technical
Support
Mobile Technical and
Installation Services
On-site Technical & Solution
Education, Training  and
Technician Certification
Complete AVL & fleet
vehicle data services
Fleet security program
customization and consulting
Comprehensive solutions
design & development

The MAGTEC

MP-5100series

A COMPLETE security,
management and control
solution for vehicles
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Driver Authentication and
Acceleration Control
System.
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~ Advanced Vehicle Security & Control

MP-5100 system provides the customer with remote capabilities that are powerful and flexible

MP-5100 system provides data security and data integrity

Restrict the operation of a vehicle to authorized personnel only

Protect the vehicle from unauthorized operation or theft whether the vehicle is parked or left idling and unattended

Restrict the time the vehicle can be left idling

Remotely set the top speed of the vehicle

| mmobilize and disable the vehicle completely using MAGTEC’
Detect whether the vehicle or the MAGTEC systems are being tampered with

Identify whether an operator is in trouble or threatened

Provide accurate GPS position information, speed and direction of travel

Report vehicle information such as current operator, operational mode, brake settings, ignition and starter activity

View and report vehicle status, location and properties

Event monitor immediately notifies command center of programmable exception situations

L] Rigid message authentication to ensure messages are delivered to and from valid recipients
L] Message encryption to ensure security of information and commands
L] Timed and validated messages to guard against replay attacks and message tampering
L] Authenticated response mechanisms to determine the successful delivery of commands and
information
L] Protected and secured data and application center
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security and control functions
Features Benefits
o ACS—MAGTEC’ s Acceleration C @ n t Widens youlS wisdéwe of crititalo control to moving
remotely immobilize and disable the vehicle while in vehicles as well as stopped or parked vehicles
motion L] Intelligent security and preventive-based technologies
o Protect Mode - vehicle is auto-secured without driver that provide unparalleled control for a wide range of
intervention ground transportation applications
o Tamper P imonedeate tarfiper notification and o Know who is driving a vehicle, where that vehicle is and
lock down how it’s being driven
L] Reyiess Driver Authentication - only authorized drivers L] Deter and restrict the ability to seize or use a vehicle
can operate without prior authorization
o Unattended | dIl-ean Berseouted when™ ( U ® P ) Control the operation of a vehicle
parked or left idling and unattended o Provide safeguards against the use of a vehicle or its
L] Remote Panic Button - remote distress notification by contents for criminal activities or acts of terrorism
driver L Remote detection of and prevention of breaches in
L] Remote In-Transit Asset/Driver Management and security and safety to guard against theft and acts of
Control - 24/7/365 violence or terrorism
o Timed Maintenance Codes - allows for servicing without L Intervene remotely in real-time to address in-transit
compromising security challenges associated with assets and drivers
L] Fl e et CeopnotidesaudcuPdte GPS tracking, location L] Provide controls for policy or legislation enforcement
mapping, vehicle status, geo-zone management L] Safeguard vehicles transporting a wide range of goods
L] GPS Tracking - accurate within 3 meters including passengers in public transit; dangerous
L] GSM/GPRS Network - provides end-to-end reliability in haza_rt_ious mater ials,  fuel, ch.e_mlcals, explosives,
. . munitions; high value and sensitive goods such as
real time, with next to no latency i ,
pharmaceuticals, food, electronics
°

Encrypted Proprietary Security Data and Command
Protocols - highly secured communication
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